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Security Authentication System for In-Vehicle Network
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One of the main concerns for the security of in-vehicle data is spoofing messages on the in-vehicle network. Controller
Area Network (CAN) is the most extensively embedded network protocol in vehicles. In the last decade, security attacks
in vehicles have been increasing and have been reported in several papers. Therefore, security measures are expected that
meet the requirements of real time and cost constraint for in-vehicle control network. In this paper, we propose
centralized authentication system in CAN with improved CAN controller. Our experimental results demonstrate that our
proposed method is effective on real in-vehicle network environments.
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