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Recently, quite a number of security attacks against Controller Area Networks (CAN) have been reported. Many automotive
companies are planning to adopt security countermeasures to strengthen security of their in-vehicle systems while saving
the costs. This paper proposes a method to block unauthorized CAN-bus access using our enhanced CAN controller that
prevents the transmission of messages from a malicious electronic control unit. We also demonstrate the effectiveness of

our device disabler on a CAN with Flexible Date rate buses.
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