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A Study on Quantification of Risk Assessment in Security Design
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For further automation and efficiency improvement of production, industrial control systems have been increasingly connected
to other information systems to exchange data. Under this circumstance, establishing security measures for control systems
against malware (such as Stuxnet, which attacked power plants) is an urgent issue. Therefore, security design has been taken
into consideration at the beginning of the system development. In collaboration with the National Institute of Advanced
Industrial Science and Technology (AIST), we have been applying security design guidelines for automobiles to control
systems, aiming to improve the efficiency of design procedures without depending on personal knowledge or experience.
Focusing on the risk-assessment phase in security design consisting of multiple phases, this paper proposes a quantification
method optimized for the risk assessment of control devices and systems by utilizing an existing vulnerability assessment
system. This paper reports on the security design results using the method, providing a case study on a control system
equipped with a data logger as the key element.
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